Daftar Isi

LemDar PEINYALAAN .........coeiiiiieiecie ettt e et e e be e e sba e aeenaesnaenteeneenneenns i
Lembar PENQESANAN ........ccuiiiiiice ettt nre e anes ii
AADSTTAK ... ettt ens i
AADSTTACT ...t bbb bbbt e bbb e iv
Lembar PersemMbanan.........cooooiiiiiie e %
Ucapan TeriMaKaSIN ........cviiieiecie ettt et e e e reenresneearaene s vi
(NG U W =T 0T T ] - T USSR vii
DATTAE IS 1.ttt et bbbt bbbt viii
DUt G-V ] o USSP X
U=V 1= 1 SRRSO Xi
Daftar ISTHAN ...t nre e nnes Xii
N = 0o P T [ o OSSPSR 1
1.1 Latar BelaKang ......coooiee e 1
1.2 RUMUSAN MASAIAN .......coiiieieie e e 2
1.3 TUJUBN. oottt b bbbt b bbbttt 2
1.4 Batasan Masalah.........ccouoiiiiiiiii e 2
ST o 10 0] (= L T PSP P TP PRORPRRPRO 2
1.6 Metodologi Penyelesaian Masalah.............cccoooiiiiiiiiiiiii e, 3
1.7 Sistematika PENUIISAN........c.coiiiieieieciee e 4
P I T o P U I =To o S SRTSPRUR USSR 5
2.1 REIALEA WOKK ... oottt st sb e 5
2.2 Software-Defined Networking (SDN) .....cccooviiiiiiiic i 7
2.3 Protokol OPeNFIOW ........c.ooiiiiicicece e e 10
2.4 RYU oottt et b et e e b r e e rreeanres 11
2.5  Intrusion Prevention System (IPS) ........cccoiiiiiiiiieie e 11
2.6 IMIININEL oottt e bbbt 13
P A (0] ¢ T PO P TR PP TPP 13
2.8 Denial-of-Service (DOS) ......ccoiiiiiiie et 14
2.9  Man-in-the-middle ATACK .........ccooiiiii e 14
2.10  HOSE DISCOVEIY ...c.viiiiiiiiieiieiieie sttt bbbttt b bbbt eb e 16
3 PeranCangan SISTEM .........ooi ittt bbb 17
3.1 GambBAran UmMUM ..ot te e ne e nneenne e 17
3.2 Analisis Kebutuhan SISTEM ..........cccveiiiieiiei e 17

viii



3.2.1  Spesifikasi Perangkat Keras.........cccouieiiiiiiiiiiine e 17

3.2.2  Spesifikasi Perangkat LUNaK............cccoeieriiiiiiiiiniiieeeese e 18

3.3 RANCANGAN SISTEIM ...ttt bbbt 18
3.3.1  Gambaran TOPOIOGE .....cverveiiiiiiiiiiieieiei e 18
3.3.2  AlUr Pengerjaan SIStEM.........ccuiiiiiiiieieriesie sttt 19

3.4 Tahap IMplementasi SISTEM ... 21
3.4.1  Penambahan Flow Entry pada Controller............ccccoevviiiiieiicie e, 21
3.4.2  Menghubungkan Ryu dan SNOI ..........ccccveiiiiieie e 22

3.5  Skenario Perencanaan Pengujian SiSteM..........ccccoveviiiieiiereiiiesieese e 22
3.5.1  SKeNArio Uji SEIaNQAN .........ccueieeiieeieiiesieeiesseesteeeessaessaeeesseesseessesseessessssssessseans 22
3.5.2  Modifikasi 10g file......cccueiiiicece e 23

4 Pengujian dan ANALISIS .......ccviieiiee e nre s 24
4.1 ModifiKasi 100 FllE......ccoveviiie e 24
4.2 SKenArio UjJi SErANG ....cceccuiiieieeiie ettt steeste st st ste e e e sne e sreene e 25
0t R - T3 o o SRR 25
4.2.2  HOSE DISCOVEIY....ccuiiiiiieitieie st sttt sttt te et st e ste et e sraesre e e sreere e 26
4.2.3  DOS (SYN FIOOU).....ciiiiiiiiiiiiieeeieiesie sttt sae e neeneas 28
424  Man-in-the-middle AMACK ........cccoeviiiieiiee e 30

5  KeSIMPUIAN AN SAIaN ........ooiiiiieiece e 33
5.1 KESIMPUIAN. ...ttt 33
ST Y | o DRI PR 33

[ U = U1 -1 SR 34
LAMPIRAN A : KONFIGURASI FILE ....oooc et 36
LAMPIRAN B : INSTALASI DAN KONFIGURASI ..o 39



