DAFTAR GAMBAR DAN ILUSTRASI

Gambar I11-1. Model Konseptual...........cooveiiiiiiiiiiieecce s 12
Gambar 111-2 Sistematika Penelitian...........ccooeveiiiiiienie e 14
Gambar V-1 Skenario Pengujian Deteksi Behavior-based ...........c.cccccecvevvernnnen. 21
Gambar V-1 Pengujian 1 pada Cuckoo SandboX..........cccccvevevieeveeieiiieseece s 24
Gambar V-2 DNS request SAMP30.6XE ....c.oeveiererierieniesiesiee e 26
Gambar V-3 Koneksi TCP SAMP20.EXE ......ccveruerrerieriiiisiesieeieieseesre e 26
Gambar V-4 DNS request SAMP20.E€XE .....ccveeieieerieeresieeireeieseesie e see e eeessee e 27
Gambar V-5 Koneksi TCP SAMP29.EXE .....c.ccveieeieiiiesieesie e sie et 28
Gambar V-6 DNS request SAMP29.EXE .......ccueiiierieriiiseseeeeee e 28
Gambar V-7 Koneksi HTTP SAMP29.EXE.......cccoiiiiriiineiieieieeesie e 28
Gambar V-8 Payload 1 SAMP29.EXE......cccueieiieiieiieeiesieese e s se e e e 29
Gambar V-9 Payload 2 SAmMP29.EXE......cccueiieiieiieiieeieseese e se et 29
Gambar V-10 Bandwidth Trafik Normal ...........ccocveiiieiiiiicccee e 30
Gambar V-11 Bandwidth Trafik Samp29.eXe.........ccoceviriiiiniiiiiiie s 30
Gambar V-12 Grafik Penggunaan kelompok APl network ............ccccoveeveieinnnne. 31
Gambar V-13 Grafik Malware Behavior ..o 33
Gambar V-14 Grafik Pengujian Bandwidth...........c.ccocooiiiiiiiiiiiicee 34

viii



