DAFTAR ISl

LEMBAR PENGESAHAN ..ottt sttt [
LEMBAR PERNYATAAN ORISINALITAS ..ottt i
ABSTRAK e 1
AB ST RACT .. 2
KATA PENGANTAR ...ttt 3
DAFTAR ISI ..ottt st ene e 4
DAFTAR GAMBAR DAN ILUSTRASI ...t 6
DAFTAR TABEL ...ttt 7
DAFTAR ISTILAH ..ottt 8
Bab | PENDAHULUAN ..ottt 9
.1 Latar Belakang.......oocooeiiriiieiiiece s 9

1.2 Perumusan Masalah ...........cccoooeiieiiiieiicee e 11

1.3 Tujuan Penelitian .........ccccoveiiiieiecce e 11

.4 Manfaat PENEITIAN .......cccooiiiiieieiee e 11

.5  Batasan Masalah ..o 11

.6 RUANG LINGKUP oot 12

1.7 Sistematika PENUIISAN ........c.ccooiiieiiieiese e 12

Bab Il LANDASAN TEORI .....cccoiiiieieiseese e 14
1.1 Malicious Software (MalWware)..........ccccoceviriiininiiiineec s 14

1.2 Malware ANAIYSIS ........oocoiiiiiiiiiee e 14
1121 StatiCc ANAIYSIS....ociiiieiece e 14

11.2.2  DYNnamic ANAIYSIS .....coeiiiiiieiie e 15

1.3 IMBIMOIY .. 15

1.4 MEMOTY FOIENSICS ....oviiiitiiiieiieiieie ettt 15

1.5 Features EXraCtion ........ccooiiiiiieiesie e 16

LB APL i e 16

IL7  ANAroid MalWAre.........ccoiveiecieieeie e 16

RS I - 1= ) A o USSR 17

Bab 1l METODOLOGI PENELITIAN ..ot 19
1.1 Model KONSEPLUAL .........coouiiiiiiiieiie e 19
1.2 Sistematika PeNelitian .........ccocoooiiiiiiiiiiiiiseeee e 20



1.2.1 Tahap AWAL.......ooiii s 22

111.2.2 TaAP DESAIN ... 22

111.2.3 Tahap SIMUIAST .....cccveiieiiee e 22

[11.2.4  Tahap ANaliSiS ......cccccviiiieiice e 22

11.2.5 Tahap AKNIT .o 23

Bab IV SKENARIO PENGUJIAN........coiiiii e 24
V.1 Perancangan SISTEIM .........ccccveieiieiisie e 24
vV.1.1 INStrumen HAardWare ..........ccooveveveneniiesesceeee e 24

IV.1.2 INStrumen SOTtWArE..........cooovviieciee e 25

IV.2  SKenario PENQUJIAN........ccooiiiiieieieie e 27

IV.3  TUjuan PENQUJIAN ....c.cciveeieiiecieecie e 29
BabV  HASIL PENGUJIAN DAN ANALISIS .....coooiiiiieiceeece e, 30
V.1 PENGUJTAN ..o 30
V.1.1  Pengujian Static ANalySiS........cccoriiiriiriiniiieiee s 30
V.1.1.1 Pengujian dengan plugin pSXVIEW..........ccceeveiviereerreseeseenens 30

V.1.1.2 Pengujian dengan plugin malfind ............c.ccccooeviiiiiiiiinenns 31

V.1.1.3 Pengujian dengan APKIOOIS...........ccooviiriiiiiiencienisesei 32

V.2 HaSH ANALISIS ...c.eiiieeiiee e 33
V.2.1  Hasil Static ANAIYSIS ......oooviiiiirieicieee s 33
V.2.1.1 Hasil Analisis Plugin pSXVIEW.........cccccveiieieiiieiieieeeesieeieas 34

V.2.1.2 Hasil Analisis plugin malfind..............cccooeiiiiiiiiiiiccee, 35

V.2.1.3 Hasil Analisis APKIOOIS........cccccvvieriiiiiieie e 36

V.1 Dampak Hasil MalWare ... 40

Bab VI KESIMPULAN DAN SARAN.......ccciiiitiiietse e 44
VEL  KESIMPUIAN (e 44
VL2 SAIAN ...t 44
DAFTAR PUSTAKA Lottt e e se e e saae e nneee e 45
LAMPITAN A et e e et e e raenres 47



