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Abstract

The accelerated emergence of cyber threats underscores the necessity for robust web application security
measures. Conventional penetration testing frequently proves inadequate when confronted with
contemporary attack vectors. This study addresses these deficiencies by proposing a collaborative
multiagent penetration testing framework that enhances vulnerability detection. The framework utilizes
tools such as OWASP ZAP, Nikto, and Wapiti, integrated with the ELK Stack, to simulate complex attack
scenarios and generate actionable reports for stakeholders. It employs deep reinforcement learning to
adapt to evolving threats dynamically. Testing revealed 41 vulnerabilities, with OWASP Juice Shop
accounting for 26 (63.41%) and DVWA for 15 (36.59%), primarily identified via OWASP ZAP. The
results highlight significant improvements in detection and reporting over traditional methods, promoting
stronger web application security through dynamic and coordinated testing.
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