
Several challenges were encountered during the 
recovery process, highlighting the need for customized 
approaches to handle Flipper Zero’s unique file types: 

Extra Bytes (Padding): PhotoRec recovered files with 
trailing padding bytes (\x00 sequences), which made the 
recovered data longer than the original files. This issue caused 
discrepancies in file size and posed challenges in validating 
the integrity of the recovered files. To address this, a Python 
script was developed to detect and truncate these padding 
sequences, ensuring that the recovered files matched their 
original size. 

Signature Ambiguities: Some file types, such as 
BadUSB scripts, lacked consistent binary patterns, 
complicating the creation of custom signatures. Default 
recovery methods struggled to correctly identify these files, 
resulting in a high mismatch rate. This challenge was 
overcome by developing a custom signatures dictionary based 
on mapped command sets from Flipper Zero documentation, 
significantly improving recognition accuracy. 

BadUSB False Positive Issue: The BadUSB false 
positive issue arose due to an interaction with PhotoRec's 
default configuration, which already recognized certain files 
as .txt based on their structure, even though they contained 
data matching BadUSB patterns. Two files from the dataset 
were not recovered using custom signatures but were correctly 
identified by the default PhotoRec settings, which support 
general .txt files. The issue occurred because these files started 
with a *, used for comments, which was not included in the 
custom dictionary, as the documented command set for 
BadUSB files did not mention * as a valid pattern. When the 
file extension was temporarily changed to .badusb, the custom 
signature successfully identified 38 out of 40 BadUSB files, 
while the remaining two files continued to be identified as .txt. 
This explains the difference between the Identification Rate 
(I) and Recovery Rate (R) in the improved results: Fidentify 
recognized all 40 BadUSB files, but PhotoRec only recovered 
38, indicating that two files were false positives, misidentified 
as .txt by PhotoRec. Hence, the discrepancy between 
Fidentify’s 100% identification and PhotoRec’s 95% recovery 
rate was due to the default configuration's recognition of .txt 
files. This highlights the need to update the custom dictionary 
to account for the * character and to conduct further testing to 
identify other undocumented patterns. While custom 
signatures are effective, they require comprehensive 
documentation and rigorous testing to address edge cases, and 
manual verification remains critical when dealing with 
incomplete or evolving specifications. 

The study also revealed several unique issues related to 
the recovery of Flipper Zero files: 

Limited Support for Flipper Zero-Specific Formats: 
Many forensic tools lack built-in support for file types such as 
.ir, .rfid, .nfc, .sub, and .ibtn, which are unique to Flipper Zero. 
To overcome this limitation, custom signatures were 
developed to enable accurate recognition and recovery of 
these file types. 

Proprietary Patterns and Unconventional Data 
Structures: Certain file types, like iButton, use unique 
patterns and data structures that are not easily detectable by 

general-purpose recovery tools. Manual pattern analysis and 
creating custom signatures were crucial to effectively 
addressing this challenge. 

V. CONCLUSION 

 Implementing custom signatures significantly enhanced 
the identification and recovery rates for specialized file types, 
such as Infrared, RFID, NFC, Sub-GHz, and iButton, 
achieving 100% accuracy in identification (I) and recovery 
(R). This approach effectively addressed the limitations of the 
default PhotoRec configuration, particularly for file types with 
unique characteristics like Flipper Zero’s proprietary formats. 
However, challenges like trailing padding bytes and needing 
specialized custom dictionaries were encountered, particularly 
with file types such as BadUSB scripts requiring further 
refinement. Despite these challenges, custom signatures 
improved considerably over default settings, underscoring the 
importance of tailored recovery methods and thorough testing 
for handling unique file formats. Manual verification and 
continuous updates to the custom dictionary remain essential 
for handling evolving or undocumented file types and 
ensuring the accuracy of recovery processes. 
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