DAFTAR ISI

LEMBAR JUDUL

LEMBAR PENGESAHAN
ABSTRAKSI ..ttt b ettt a et re s [
A B ST R A T e a e e e e e e et aearaas I
KATA PENGANTAR oot sa e et e e snae e e snae e e nneeeanes ii
UCAPAN TERIMA KASIH ..ottt iv
DAFTAR IS oottt sttt et e bt e ne et st ane s Vi
DAFTAR GAMBAR ..ottt e et e e e e e nsa e e e se e e anes IX
DAFTAR TABEL .ottt et e s a e e e snbae e e e ansraaee e Xi
DAFTAR SINGKATAN ...ttt st eene st st anens Xii
DAFTAR ISTILAH Lottt sttt ene s Xiii
BAB | PENDAHULUAN ..ot nnrne e 1
1.1 Latar BelaKang........ccooveiiiiiiee e 1
I U | VT T o SR 1
1.3 Perumusan Masalah ..o 2
1.4 Batasan Masalah ..........cccooviiiiiiiiiiiee s 2
IS \Y/ =1 (o [o] [T | ISP 2
1.6 Sistematika PenUIISAN ..........cccoviiiiiiiiiiieeee e 3
BAB 11 DASAR TEORI ...ttt 4
2.1 KFIPTOGEATT .o 4
2.1.1 PENQEITIAN ..oociieiicie et 4
2.1.2  Jenis Kriptografi.......cccoooiiieiiiic e 5
2.1.2.1 Algoritma SIMELKIS .....ccevveiiiiieie e 5
2.1.2.2 AlgOritma @SIMELIIS ......c.ooveiiiriiiiiieeeee e, 5
2.1.3 Motode Pengkodean ...........cccccveveiveieiiiesieie e 5
2.1.3.1 BIOCK enCryption ......ccccoociieiiiiice e 6
2.1.3.2 Stream enCryPLION .....cccooveieeiiiie e 6

Vi



BAB I11

BAB IV

2.2 AlQOITItMA AB/L ..o s
2.2.1  PENQEITIAN....cciiiiic e
2.2.2 Metode Clocking pada AS5/L ...
2.2.3  PriNSIP KEIJA ...coiiiiiiiiieee e

2.3 LFSR .o

24 VHDL ..o

2.5 FPGA et

PERANCANGAN SISTEM ....oooiiie e

3.1 Metodologi Perancangan ...........cccceecvevveniesieseese e seese e sieesee e,

3.2 Spesifikasi RANCANQAN ...........cciveiieiieieece e

3.3 Aldec Active-HDL 3.5 ..o,

3.4 Perancangan Arsitektur Core AS/L ... ..ccoviiiii i,
3.4.2 Decrypt

3.5 Perancangan Blok Penyusun A5/1..........ooiiiiiiiiiiiiiiiiie e

351 Stream Cipher..... ..o

35 L1 COUNTEY oo e e e e e

3.5.1.2 ShIft KBY vt et e e

3.5.1.3 Shift Frame Number..............ccoo i,

3.5.1.4Majority Gate ........cooiuiieie i

3. L5 LFSRIO. i s

3. LB LFSR22. ...

3 0. L7 LFSR23...

3.5.2 KeY GeNEIatOr ... .ccv i e

3.5.3 CIphering ..o

3.5.4 Data Generator ..........cooieiiiiiii e

355 ShiftData.....ccooiiii i

IMPLEMENTASI DAN ANALISIS ..ot
4.1 Analisis TeStDENCN ... .o e e,

vii

28
28



4.2 SIMUIAST SISTEIM L.u ettt e e e e e e e e eas 29
4.1.1 Enkripsi dan DeKripsi ........cccoveiiiiiiiiiiiicic i ieeeenn, 36

4.1.2 Perhitungan Avalanche Effect.................coiiiiiiiiinnn. 37
4.1.2.1 Perubahan 1 bitkey ..........ccooeiiiiiii . 37
4.1.2.2 Perubahan 1 bit frame number..................coo 38

4.1.3 Analisa untuk key dan frame number pada kondisi ekstrim.. 39

4.1.4 Analisa FreKUensi .........ccoviii i e e, 40

4.3 Synthesis dan Implement ... 41

421 SYNENESIS ..oviie e 4D

422 Implement.... ..o 43
4221 Translate.......ccoooviiiiiiii i e A4
4222 MaAP. .. 45
4223 Place and ROULE.......cc.viviiiiieii e 46

4.4 Analisa IMPIeMENTaSi ........cccvcieiieriie e 47

Implementasi pada 2 device..........ccooevviiii i e AT

Implementasi pada 1 device.........cocooeiiiiii i e en 49

4.5 Ketahanan Terhadap Brute Force Attack ..........ccccoeveviveieniinnvninnnn, 49
BAB V KESIMPULAN DAN SARAN ....ooiiiiieieie et 51
5.1 KESIMPUIAN ..o e 51
5.2 SANAN ...t re e 52
DAFTAR PUSTAKA L.ttt sttt bbbt be e e e 53
DAFTAR LAMPIRAN ...ttt sttt sttt sbeana s enee e 54

viii



